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SURVEILLANCE CAMERA POLICY (CCTV AND AUTOMATIC NUMBER PLATE RECOGNITION (ANPR) AND BODY WORN VIDEO (BWV))

1. Introduction

[bookmark: _Hlk219464561]This policy provides a framework for the planning, installation, management and maintenance of Closed-Circuit Television (CCTV) systems operated by the South West Yorkshire Partnership Teaching NHS Foundation Trust.

This policy covers the 2018 Data Protection Act (UK GDPR), the CCTV Code of Practice 2008, and the Surveillance Camera Code of Practice 2013 and is aimed at the use of CCTV and similar surveillance equipment that monitor, and record images from those areas to which the public have largely unrestricted access. In addition, areas which have controlled access will also be monitored by the system, in order to assist in the protection of Trust assets, the general public, patients, visitors and staff. It is also important to note that the Trust manages all data, access to data, and security of the CCTV data is controlled in accordance with the requirements of the 2018 Data Protection Act. 

2. Purpose

South West Yorkshire Partnership Teaching NHS Foundation Trust prioritises the safety and security of all patients, staff and visitors and will always aim to provide an environment that is safe and secure.

This policy applies to all surveillance camera systems (CCTV, ANPR, Body Worn Video Cameras (BWV)) which are used for the general purpose of crime prevention and detection and public safety. South West Yorkshire Partnership Teaching NHS Foundation Trust is the responsible owner of various surveillance systems and conforms to the Data Protection Act (UK GDPR), Surveillance Camera Commissioners and Home Office Camera Codes of Practice

By adhering to this policy, the Trust can ensure that CCTV cameras throughout the Trust will be installed and used in compliance with the principles of: 

· The use of Closed-Circuit Television (CCTV) adheres to the principles of The UK General Data Protection Regulation, Human Rights Act 1998, and The CCTV Code of Practice - Information Commissioner’s Office 2013.
· CCTV system is not abused or misused.
· CCTV system is correctly and efficiently installed and operated
· The provisions of Section 12 of The Use of Force Act 2018 are complied with.

This policy covers the use of the following types of system: 
· Analog and Digital on DVR
· Digital on PC 
· Real time viewing 

	The Regulation of Investigatory Powers Act 2000 regulates the use of covert/directed surveillance and is subject to a strict code of practice. The use of CCTV in these circumstances or for any other reason other than that authorised in accordance with this policy is not covered by this policy and in such circumstances further guidance should be sought from the IG and Records department 

It is not intended that the surveillance systems should be used by official law enforcement bodies, such as police forces, the security services or HM Revenue and Customs when carrying out specialised and/or surveillance or operations, such use would require the authorisation of the Chief Executive.



3.  Definitions

3.1	A POLICY is a high level statement.  Each policy should specify its purpose and may also include a procedure setting out how the policy will be achieved.  A policy enables management and staff to make correct decisions, deal effectively and comply with legislation, Trust processes and good working practices.  

3.2 A PROCEDURE is often incorporated into a policy or can be a ‘stand alone’ document.  Procedures are the practical way in which a policy is translated into action.  They explicitly outline how to accomplish a task or activity, giving detailed instructions.  A procedure often allocates specific roles that specific individual must undertake. 

3.3 Surveillance Cameras include systems like Closed Circuit Television (CCTV) and Automatic Number Plate Recognition (ANPR) are deployed extensively across the United Kingdom and used as valuable tools to contribute to public safety and security and in protection of both people and property.

3.4 Data Protection Impact Assessment (DPIA) A process for identifying and minimising data protection risks

4. Roles and Responsibilities

The following duties apply to this policy.

4.1 Trust Board

The Trust Board will ensure, so far as is reasonably practicable, that all steps are taken to ensure secure and safe environments for all stakeholders of the Trust.  This will also include persons who are not employees of the Trust, but who use the Trust’s premises.  Directors will ensure that adequate training and guidance is given to all their managers and staff on whom this duty devolves.

Responsibility for CCTV systems rests equally with Directors, Managers and individual Employees.


4.2 Executive Management Team (EMT)

The Executive Management Team is responsible for approving all policies.  The EMT will be responsible for ensuring the CCTV policy document has been developed and implemented according to Trust guidance. 

[bookmark: _Hlk219465290]4.3 Chief executive

The Chief Executive is ultimately responsible for the manner in which the Trust implements the CCTV policy and adheres to agreed Data Protection requirements.

4.4 Directors

Every Director carries the responsibility for ensuring that within their scope of responsibility, appropriate risk assessments have been undertaken and that there are adequate local working procedures to ensure safe and secure environment.

[bookmark: _Hlk219475252]4.5 The Caldicot Guardian

The Caldicott Guardian has a strategic role for the management of patient information. The Guardian’s key responsibilities are to oversee how staff use personal information and ensure that service users’ rights to confidentiality are respected.

[bookmark: _Hlk219707325]4.6 The Director of Finance, Estates and Resources and The Senior Information Risk Officer (SIRO)

The SIRO provides assurance for information risks at Board level and ensures the Trust doesn't breach the UK GDPR or Data Protection Act 2018 and responsible for the overall management of the Trust’s CCTV systems. The SIRO is responsible for the information risk aspects and compliance around using CCTV systems.

[bookmark: _Hlk92191490]4.7 The Deputy Director of Estates and Facilities / Security Management Director (SMD) 

	It is the responsibility of the Deputy Director of Estates and Facilities, so far as reasonably practicable to:


	· Act as the SMD for the Trust.
· Co-ordinate all security management matters across SWYPTFT.
· Ensure a fit for purpose Surveillance Systems Management Policy that reflects the safety strategy of SWYPTFT is in place.

	· First point of contact to authorise CCTV footage requests for internal investigations, individuals and 3rd party requests i.e. police. 

· Ensure financial resources are available, in conjunction with the Executive Director of Finance, Estates & Resources, and wider colleagues, in order to implement and maintain relevant Surveillance systems.

	· Ensure appropriate arrangements are in place to periodically monitor the surveillance systems management performance of the organisation, via various methods including reporting to impact assessments, updates to Safety and Resilience TAG, OMG and Trust Board.



4.8 Head of Safety, Security and Risk

It is the responsibility of the Head of Safety, Security and Risk, as far as reasonably practicable to

· Act as the deputy for the Deputy Director of Estates and Facilities in CCTV matters.
· Undertake direct line management support and guidance to SWYPTFT Security Advisors
· Bring to the attention of the Deputy Director of Estates and Facilities any matter that has a bearing on the Security Management arrangements of the Trust.

4.9 Security Adviser

[bookmark: _Hlk68539885]The Security Adviser is responsible for providing guidance regarding operational requirements for CCTV systems and for managing any application for access to footage.

The Security Adviser will, with the help of other advisers, develop the local CCTV procedures to comply with the policy and other guidance referenced for the purpose of this policy.

The Security Advisers are authorised to support the investigation and detection of crime, security and safety related incidents within the Trust’s business areas.  These investigations will be carried out in conjunction with the appropriate Senior Management, Counter Fraud Specialists or where necessary, the Police.  Where investigations are being carried out, it is imperative all staff co-operate with the Security Department, Fraud and Internal Audit personnel or Police officers as appropriate.

4.10 Data Protection Officer 

Ensures that the Trust’s use of CCTV Systems is registered with the Information Commissioner under the terms of the Data Protection Act 2018 (GDPR). They will ensure that the policy and Code of Practice are adhered to and monitors this compliance. They will respond to complaints relating to processing under the Data Protection Act and responds to Subject Access Requests in accordance with Data Protection legislation and Trust policy. 



4.11 Care Groups 

General, Service and Line Managers will ensure employees are aware of their rights and responsibilities for the provision and maintenance of a safe and secure environment for staff, patients and visitors. This will be done by providing all employees with information, instruction, training and/or supervision as appropriate to their needs so that they can work safely and understand their obligations under the Health & Safety at Work Act 1974 and associated legislation.

General, Service and Line Managers must ensure staff report all breaches of security, criminal activity, security incidents, CCTV systems failure, or suspicions to the relevant security department, in the area where they work immediately. Following an incident, the incident must be reported onto the Trust’s DATIX incident reporting system.

4.12 Estates Department

The Estates Department are responsible for the general support and maintenance of security and CCTV systems at Trust premises on a day to day basis. All heads of department, directorates and local management teams should inform and co-operate fully with Estates or Security department regarding operational requirements, and ensure they are given all the necessary co-operation to carry out their duties and to allow for appropriate access and maintenance of the CCTV systems. The Estates Department will maintain a register of locations containing repair and maintenance contracts for CCTV. This arrangement does not include CCTV in PFI sites where the systems are managed by the local PFI Estates Department. 

4.13 Employee Responsibilities

All employees have a responsibility to ensure that they comply with relevant Security policies and procedures. All members of staff should be aware of how to handle subject access requests or to whom such requests should be referred.

Every Trust employee, whilst having the right to a safe working environment, carries responsibility for their own health and safety and the safety of others.

4.14 The Health Records Team 

The Health Records Team is responsible for handling all patients’ Data Subject Access and Freedom of Information requests. 

4.15 The Reception Manager 

The reception manager and reception staff (or appropriate security team), where a CCTV system is based, is responsible for ensuring that:

· Only authorised persons have access to data (physical security of the system)
· The CCTV Maintenance Log (Appendix B) is completed whenever any maintenance work takes place, giving the date and time of work.
· The authorised person (a member of staff responsible for operating CCTV equipment) is trained to do it.

4.16	The authorised person

 (A member of staff responsible for operating CCTV equipment) is responsible for:

· Checking the accuracy of the time and the date of the system
· Checking that the cameras are working (Appendix B)

4.17	Customer Services

All complaints in relation to CCTV images will be handled by the Customer Services team. 

5. Principals of the Policy

5.1 Standards for Compliance

The standards which must be met if the requirements of the Data Protection Act 2018 are to be complied with are based on the Data Protection Principles, which say that data, must be: -

· Fairly and lawfully processed
· Processed for limited purposes and not in any manner incompatible with those purposes
· Adequate, relevant and not excessive
· Accurate
· Not kept for longer than is necessary
· Processed in accordance with individual’s rights
· Secure
· Not transferred to countries which don’t have adequate protection

This code also reflects the wider regulatory environment. When using, or intending to use surveillance systems, many organisations also need to consider their obligations in relation to the Freedom of Information Act 2000 (FOIA), the Protection of Freedoms Act (POFA), the Human Rights Act 1998 (HRA) and the Surveillance Camera Code of Practice issued under the POFA code. 

6.  Purpose of the scheme – Recording of Images and Audio

The registered purpose of the scheme is for the prevention and detection of crime, the safety and security of public, patients, visitors and staff; and for the support of investigations. The CCTV and ANPR systems can only be used for the registered purposes mentioned above and not for any other purpose i.e. monitoring staff movements or directed surveillance.
Information Commissioner’s (ICO) Registration information (Appendix B)
· Crime Prevention and Prosecution of Offenders
Purpose Description:
· The prevention and detection of crime, and the apprehension and prosecution of offenders.
· Within Trust premises surveillance cameras are used for the following purposes only: 
· To protect staff, patients and visitors 
· To protect Trust premises and Trust assets 
· To increase personal safety and reduce the fear of crime 
· To reduce incidents of violence and aggression to staff members 
· To support the Police in reducing and detecting crime 
· To assist in identifying, apprehending and prosecuting offenders 
· To provide a deterrent effect and reduce criminal activity 
· To assist in the traffic management and car parking schemes
Data Controllers further description of Purpose:
The use of surveillance systems for the monitoring and collection of the visual images and sound for the purpose of maintaining security of the premises, for the prevention of crime and for the investigation of crime. 
Data subjects are:
· Those inside, entering or in the immediate vicinity of the area under surveillance, and members of the public. 
Data classes are:
· Sound and visual images
· Offences (Including Alleged Offences)
Criminal Proceedings, Outcomes and Sentences
· Support of Internal investigations by Trust Departments
· Personal appearance and behaviour 
Sources (S) and Disclosures (D)(1984 Act). Recipients (1998 Act):
· Security organisation
· Data subjects themselves
· Business associates and other professional advisers
· Employees and agents of the data controller
· Suppliers, providers of goods or services
· Police forces



Transfers:
· Data must only be hosted within the UK. Use of European Economic Area (EEA), a country deemed adequate by the European Commission, or in the US where an International Data Transfer Agreement (IDTA) is in place, can only be relied upon if the risks of the transfer are sufficiently low and has SIRO and Executive Management Team approval. It is necessary to conduct a UK GDPR Article 46 Risk Assessment to assess such risk. 

7. Privacy of individual – recording of Images and Audio

The use of a surveillance system must take into account its effect on individuals and their privacy, with regular reviews to ensure its use remains justified.

The Trust proposed deployment of CCTV systems that includes audio recording in some public places is likely to require a strong justification of necessity to establish its proportionality. However, the surveillance camera system is not installed for the purpose of recording conversations as this is highly intrusive and unlikely to be justified. The purpose is for the deterrence and detection of verbal aggression against Trust staff and to use for investigation of these types of incidents. The requirement of audio will be assessed per area and will be reviewed for continued use.

8. Assessment procedure and continued use

The Trust surveillance camera systems are strategically administered and managed by the Estates and Facilities Department, in accordance with the principles and objectives expressed in the Data Protection Act 2018, GDPR, Home Office Surveillance Code of Practice, and the Surveillance Commissioner's Codes of Practice.

The Trust realise that using CCTV can be privacy intrusive, as it is capable of putting many law-abiding people under surveillance and recording their movements as they go about their day to day activities. The Trust will carefully consider whether to use it; the fact it is possible, affordable or has public support should not be the primary motivating factor.

The provision of information is the first step in transparency and accountably on the part of the Trust. The development and installation of any new CCTV system must include proportionate consultation and engagement with stakeholders to ensure that the new system is an appropriate response to the identified need. 

To judge the quality of images that will be necessary, the purpose for which CCTV is used and the level of quality that will be necessary to achieve the purpose will have to be taken into account. The following categories will help with guidance on the type of system required for the proposed purpose of the scheme (Appendix C&D).

· Monitoring:  To watch the flow of traffic or the movement of people where you do not need to pick out individual figures.

· Detecting:  To detect the presence of a person in the image, without needing to see their face.

· Recognising:  To recognise somebody you know or determine that somebody is not known to you.

· Identifying:  To record high quality facial images, this can be used in a court of law, to prove someone’s identity beyond reasonable doubt.

8.1 CCTV Usage in a Seclusion Room

[bookmark: _Hlk219729897]8.1.1	Images captured on CCTV cameras in the seclusion suites cannot be stored.  They can only be used for on screen live observations.

8.1.2	CCTV may be used in Seclusion Rooms only to provide visibility over blind spots when a patient accesses a blind spot.  It should not be used to watch the patient in place of visual observations which should take place through the viewing panels or windows.

8.1.3	Patients should be informed that there is a CCTV in the Seclusion Suites and in the Segregation Suite, either as part of the admission process or at the point of initiation to a seclusion suite or the segregation suite.
		
8.1.4	Observing staff should primarily observe the patient through the door or viewing panels and the CCTV monitor should be switched off.  The CCTV monitor is only to be used by observing staff when they are unable to directly see the patient.

8.1.5	CCTV IS NOT a substitute for visual observations of a patient in a seclusion room. 

8.2	    CCTV Usage in a Segregation Suite

8.2.1  Images captured on CCTV cameras in a segregation suite cannot be      stored.  They can only be used for on screen live observations.

8.2.2	CCTV usage in the Segregation Suite is different to Seclusion Suites because in Seclusion Rooms the observer requires continuous physical observations and hence staff largely rely on windows for observation (which is more physically intrusive) and CCTV to cover blind spots whereas in Segregation Rooms the patient does not normally require continuous observation and so, to aid patient privacy, window observations are not always available and greater reliance must be  made on the use of CCTV based observation.  

8.2.3	Where installed, CCTV viewing can be the default means of observing a patient in Segregation Suite, so the patient is permitted to be alone without direct line of sight observations thereby ensuring the hospital fulfils its duty to keep the patient safe.  

8.2.4	Upon admission to a Segregation Suite, patients should be informed that there is a CCTV in operation for their safety.

8.2.5	Observing staff in a Segregation Suite may observe the patient using the CCTV monitor(s) if there are no viewing panels installed.

8.2.6	CCTV may not be used to monitor patients in their bathrooms.


8.3.	    CCTV Usage in a Visitor’s Room

8.3.1 The Trust has a duty and a responsibility to ensure the safety of visitors whilst on the premises. Escorting and adequate supervision must be maintained while a visitor is on site.

8.3.2 Reception have a tablet that permits escorting staff to directly watch the CCTV camera footage covering the whole of the visitor’s room and permits an observing staff member to zoom in when required. 

8.3.3 This is superior than watching through the narrow door window panel and also means an escorting staff view of the occupants of the room is not repeatedly interrupted by staff and patients unwittingly passing between the observer and the door of the Visitor’s room.

8.3.4 The tablet only shows the feed from the camera in the visitor’s room and does not work with any other cameras.

8.3.5 All cameras are located in positions visible to patients, staff, visitors or carers and there is an CCTV sign on the visitor’s room door.

8.3.6 There is no sound recording undertaken from any part of the system.

8.4 General Ward Communal Areas

8.4.1	Images captured on CCTV cameras in the ward communal areas are recorded and will be stored in line with this policy. 

8.4.2	CCTV should not be used to watch the patients in place of visual observations which should take place on the general ward environment.

8.4.3	Patients should be informed that there is CCTV in the ward communal areas as part of the admission process or at the point. 
		
8.4.4	Observing staff should primarily observe the patient through direct observation and not by means of CCTV. The CCTV monitor is only to be used by other staff based in the office observing staff when they are unable to directly see the patient.

8.4.5	CCTV IS NOT a substitute for visual observations of a patient in the ward environment.  

8.5 Body Worn Video (BWV) Procedures

8.5.1   Only trained and accredited security staff and specialists carrying a SIA (Security Industry Association) CCTV licence will be authorised to operate on Trust premises. Police Officers and accredited officers of the Local Authority must operate their BWV systems on Trust premises in line with their BWV Policy and supporting guidance and must switch their BWV cameras on when entering ward environments. 

8.5.2 The terms of reference and objectives of the Trust Surveillance System Policy apply to the Trust BWV equipment 

8.5.3 Person’s subject of any operation of the system (when practical) will be informed and warned clearly that the system is to be deployed and this will be repeated upon activation. Any other persons (including staff and patients) in the immediate vicinity will also be informed even though they may not be the active subjects of surveillance. 

8.5.4 The use of BWV for continuous recording will not be authorised although officers are encouraged to activate the screen when responding to an incident. 

8.5.5 BWV will only be used on ward and office areas where there is an immediate danger or threat to personnel or property. It will be activated in every case of restraint or the physical handling of patients or other service users. The use of the BWV will be part of a training package. 

8.5.6 BWV footage will only be handled and stored in strict accordance with the Data Protection Act, ICO & SCCO guidance, Trust and NHS retention schedules. All data will be encrypted and access limited to authorised persons only. 

8.5.7 All Trust security systems including CCTV, BWV and access control are subject of Privacy Impact Assessments and Privacy Notices. 

8.5.8 	Operational guidance has been issued to security staff and specialists in the use of BWV. This will be strictly adhered to and regularly monitored. 

BWV records not only the actions and speech of an individual but can also record an individuals’ associations with others within the recording range, including friends, family members, bystanders, victims and suspects. This policy recognises that the recording of individuals must be necessary, proportionate and effective and only when all other alternatives have been considered. There must be an operational need for its deployment. It raises a significant risk to individual privacy, and the Trust must be committed to only using the system to the degree and manner that respects and protects staff, patient and general public’s right to personal privacy.
9. General Assessment (Appendix E)
Before installing and using a new CCTV- and similar surveillance systems equipment on any SWYPFT owned or occupied site the following assessment procedure must be carried out by the local service management with the support of the Security Adviser:
· Establish, and document, who is the person(s) or organisation(s) legally responsible for the proposed scheme and who are/is responsible for the day-to-day compliance with the requirements of the Code of Practice and this policy.

· Assess and document the appropriateness of and reasons for using CCTV or similar surveillance equipment, including the problems the systems is intended to address.

· Establish and document the purpose of the scheme.

· The SIRO (or Deputy SIRO in their absence) is responsible for Notifying  the information commissioner of the purpose(s) of the scheme.

· What are the benefits gained from its use?

· Can CCTV technology realistically deliver these benefits? Can less privacy intrusive solutions such achieve the same objectives?

· Will particular system being considered deliver the desired benefits and remain suitable for the future?

· Any new systems must be added to the Trust’s Information Asset Register. 

· Conduct a Data Protection Impact Assessment (with the support of Data Protection Officer)

9.1 Effective Administration:

9.1.1 Establishing a clear basis for the handling of any personal information is essential and the handling of images relating to individuals is no different.

9.1.2 Authorisation for the introduction of any new or extended CCTV Scheme must be approved by the Director of Finance, Estates and Resources and reported to the EMT.

9.1.3 Written contracts should be agreed, with clearly defined responsibility for any contactors who might do processing and editing of pictures. The contracts should also include guarantees for security and the use of properly trained staff, if required.

9.1.4 Clear operational procedure must be agreed and communicated to    those who operate the system.

The use of CCTV systems should be regularly reviewed and justified. Individual systems will be reviewed along with the local crime reduction survey completed on a rolling program based on risk associated to the individual service or building. 

(It is suggested that reference is made to the CCTV Code of practice 2008 for more in-depth guidance with the General Assessment Procedure (Appendix E and the Home Office Surveillance Camera Code of Practice 2013 (Appendix D).

10. GENERAL REQUIREMENTS AND RESPONSIBILITIES

10.1 Siting of cameras and signage
	
All cameras are located in prominent positions within public and staff view. 



It is essential that the location of cameras is carefully considered, because the means by which, and the way in which, images are captured will need to comply with the First Data Protection Principle.  

The Trust has a responsibility to inform people that they are in an area where CCTV surveillance is being carried out.  The most effective way of doing this is by using prominently placed signs at the entrance to the CCTV zone. Standards to be met in aid compliance are: 

10.1.1 Cameras will not be hidden from view and we will inform the public of the presence of the system and its ownership at all times

	10.1.2 CCTV cameras within the Trust will not be used for covert surveillance unless authorised. 



10.1.3 Cameras must be sited in such a way that they only monitor those spaces, which are intended to be covered by the equipment. 

10.1.4 If private domestic areas, such as gardens or areas not covered by the scheme, border those spaces, which are intended to be covered by the equipment then the user should consult with the owners of such spaces if images from those spaces might be recorded or these areas can be blanked out, either manually of digitally.

10.1.5 Operators must be aware of the purpose(s) for which the scheme has been established.

10.1.6 If cameras are adjustable by the operators, this should be restricted so that operators cannot adjust or manipulate them to overlook spaces which are not intended to be covered by the scheme.

10.1.7 If it is not possible physically to restrict the equipment to avoid recording images from those spaces not intended to be covered by the scheme, then the operators should be trained in recognising the privacy implications of such spaces being covered.

10.1.8 Operators must be aware that they are only able to use the equipment in order to achieve the purpose(s) for which it has been installed.

10.1.9 Signs should be clearly visible and legible to the members of the public and placed so that the public are aware that they are entering a zone which is covered by surveillance equipment.

10.1.10 The size of signs will vary according to circumstances but they must contain the following information:

10.1.8.1   Identity of the person or organisation responsible for the scheme.

10.1.8.2 The purpose of the scheme.

10.1.8.3 Details of who to contact regarding the scheme.

Where an image of a camera is not used on a sign, the following wording is recommended: “Images and audio are being recorded for the prevention of crime and your safety. This scheme is controlled by SWYPFT. For further information contact 01226 644030”.

Where an image of a camera is used on a sign, the following wording is recommended: “This scheme is controlled by SWYPFT. For further information contact 01226 644030”.
	
10.2 Quality of the images

	All faulty equipment within the CCTV system that could affect picture or recording quality should be repaired or replaced as soon as practically possible 



It is important that the images produced by the equipment are as clear as possible in order that they are effective for the purpose(s) for which they are intended.  For example if a system has been installed to prevent and detect crime, then it is essential that the images are adequate for that purpose. Regular checks (quality and time stamp) should be conducted and recorded.

Recorded material should be stored in a way that maintains the integrity of the image. This is to ensure that the rights of individuals recorded by the CCTV system are protected and that the material can be used as evidence in court.

A record should be kept of how the images are handled if they are likely to be used as evidence in court. Once there is no reason to retain the recorded images any longer, they should be deleted or destroyed. Exactly when to delete images will depend on the purpose for using CCTV.


Standards to be met to aid compliance with these principles are:

10.2.1 How easy is it to take copies of a recording off your system when asked for by law enforcement agency?  Can this be done without interrupting the operation of the system?

10.2.2 Will they find your recorded images straightforward to use?

10.2.3 What will you do when recorded material needs to be taken away for further examination?

10.2.4 Upon installation an initial check should be undertaken to ensure that the equipment performs properly.

10.2.5 The medium on which the images are captured should be cleaned so that images are not recorded on top of images recorded previously.

10.2.6 If the system records features such as the location of the camera and/or date and time reference, these should be accurate.

10.2.7 Cameras should be situated where they will capture images relevant to the purpose for which the scheme has been established.  For example, if the purpose of the scheme is the prevention and detection of crime, the cameras should be sited so that images enabling identification of perpetrators are captured.

10.2.8 When installing cameras, account must be taken of the light conditions in which the cameras are located.

10.2.9 Maintenance of the cameras should be undertaken on a regular basis in order to ensure that clear images are recorded.

10.3	Processing images

Images which are not required for the purpose, for which the equipment is being used, should not be retained for longer than necessary.

While images are retained it is essential that their integrity be maintained whether it is to ensure their evidential value or to protect the rights of people whose images may have been recorded.  It is therefore important that access to and security of the images is controlled in accordance with the requirements of the 2018 Data Protection Act. The Seventh Data Protection Principle sets out the security requirements of the 2018 Data Protection Act.  Standards to be met to aid compliance with this principle are:

10.3.1 Images should not be retained for longer than up to 30 days, unless they are required for evidential purposes in legal proceedings. The trust recording equipment will be set to delete images after 30 days. 

10.3.2 Once the image retention period has expired, the images themselves should be removed or erased. Retention periods will be defined in accordance with agreed Trust governance standards on data retention and based on local requirements. Images are routinely deleted by being overwritten unless the image is required for evidential purposes then it must be separately retained.

10.3.3 If images are retained for evidential purposes, they should be removed from the system and retained in a secure place to which access is controlled. The images will be stored securely and appropriately by the security team for two years after the investigation has been completed.

10.3.4 The operator removing the images should ensure that they follow the procedure for removal of images, and have documented the footage appropriately.

10.3.5	Monitors displaying images from areas in which individuals would have an expectation of privacy should not be viewed by anyone other than authorised employees of the user of the equipment.

10.3.4 [bookmark: _Hlk219720774]Access to the recorded images is restricted to designated personnel approved by the Deputy Director for Estates and Facilities.  Any requests for access by third parties in accordance with the documented disclosure policy must be authorised by the Deputy Director for Estates and Facilities, or in his absence, by his deputy.

10.3.5 Where CCTV images are required for evidential purposes in legal or Trust internal disciplinary proceedings, they will be properly processed following consultation with the Head of Information Governance and Data Protection and the Information Governance Manager.

10.3.6  The recording will be placed in a sealed envelope which is signed, dated and then stored securely until the investigation is complete. Viewing of images is controlled by the Security Advisor or a person nominated to act on his behalf, or leading the investigation.

10.3.7 Viewing of the recorded images should take place in a restricted area.  Other employees should not be allowed to have access to that area when viewing is taking place.

10.3.8 Removal of the images for viewing should be documented as per Trust CCTV procedures.

10.3.9 All operators and employees with access to images should be aware of the procedures that need to be followed when accessing the recorded images.

10.3.10 The Trust provides training programmes for Trust staff on the Data Protection Act and CCTV Code of Practice. All operators should be trained in their responsibilities under the Code of Practice and this policy.  

WE MAY NEED TO ALLOW POLICE ACCESS TO DATA OUTSIDE NORMAL HOURS FOR INCIDENTS, ABSCONDINGS OR OTHER EMERGENCIES.

10.4 Disclosure of images to third parties

It is important that access to and disclosure of the images recorded by surveillance systems is restricted or carefully controlled not only to ensure that the rights of individuals are preserved, but also to ensure that the chain of evidence remains intact, should the images be required for evidential purposes.  Should copies of images be disclosed, the reason(s) or purpose(s) for the disclosure should be compatible with the reason(s) or purpose(s) for which the images were originally obtained.  The second and seventh Data Protection Principles cover these issues.

Standards to be met to aid compliance with these principles are:

10.4.1 Access to recorded images should be restricted to those staff who need to have access in order to achieve the purpose(s) of using the equipment.

10.4.2 All access to images should be documented.

10.4.3 Access to images by third parties should only be allowed in limited and prescribed circumstances and must be authorised by the Deputy Director for Estates and Facilities, Deputy Director of Corporate Governance, Caldicott Guardian or their deputies.

If the purpose of the system is the prevention and detection of crime, then disclosure to third parties should be limited to the following:

10.4.3.1	Law enforcement agencies where the images recorded would assist in a specific criminal enquiry, or where the images are to be used to assist law enforcement agencies in the return of patients who take unauthorised absence under section of the Mental Health Act 1983, or relevant criminal justice legislation.

10.4.3.2 Prosecution agencies.

10.4.3.3 Relevant legal representatives.

10.4.3.4 The media, where it is decided that the public’s assistance is needed in order to assist in the identification of victim, witness or perpetrator in relation to a criminal incident.  As part of that assessment, the wishes of the victim of an incident should be taken into account release of such information would be managed by the Police and would be in line with their policies and procedures..

10.4.3.5 People whose images have been recorded and retained (unless disclosure to and individual would prejudice the criminal enquiries or criminal proceedings).

10.4.4 Recorded images should not be made more widely available – for example they should not be routinely made available to the media or placed on the Internet.

10.4.5 If it is intended that images will be made more widely available, authorisation is required from either the Deputy Director for Estates and Facilities. The reason for that decision should be documented.

10.4.6 If it is decided that images will be disclosed to the media (other than in the circumstances outlined above) the images of individuals will need to be disguised or blurred so that they are not readily identifiable.

10.4.7 If the system does not have the facilities to carry out the type or editing required as described, above an editing company may be hired to carry out that editing.

10.5 Freedom of Information

Public Authorities may receive requests under the Freedom of Information Act 2000 (FOIA) or Freedom of Information (Scotland) Act 2002 (FOISA).  

Procedure for dealing with requests which may be covered by the Act

· The Trust maintains a publication scheme which makes a range of information about the organisation routinely available via the Trust’s website. 

· Requests for information under the Freedom of Information Act are dealt with by the Trust’s Customer Services Team.

· Requests for information under the general right of access must be made in writing; requests received by email are valid.  

· All requests must be referred to the Customer Services Team, who will authorise and action all requests. 

· For further information reference Trust’s Freedom of Information policy and procedure.  

10.6 Access Request by Data Subject

The 2018 Data Protection Act provides individuals with a number of rights in relation to the processing of their personal data.  An example of these rights is, the right to be provided with a copy of the information constituting the personal data held about them, in appropriate cases. A further example is the right to seek compensation for damages and distress suffered as a result of any contravention of any requirements of the Act.  

The Subject Access Officer is the designated person to whom all requests must be directed. 

Written request for access must be directed to:

The Subject Access Officer
South West Yorkshire Partnership Teaching NHS Foundation Trust
Oaks Building 
Kendray Hospital 
Doncaster Road
Barnsley
S70 3RD
AccesstoHealthRecords@swyt.nhs.uk
  
The Subject Access Officer has responsibility for the receiving and processing all subject access requests. If such a request is received the Subject Access Officer will log the request and forward the request to the Security Adviser (LSMS) who will forward the Application form to the data subject. For more information regarding the application process and trust data, reference the Trust’s Information Governance Policy and Data Protection Policy.

The Trust will only accept applications from the data subject, not persons acting on their behalf, except in cases where an application is made on behalf of a child under 16 years of age by someone with parental responsibility for the child or an application is made by a Legal Representative and the express consent of the data subject accompanies the request. Care must be taken when dealing with requests for recorded images of children from someone with parental responsibility for the child. Where children have the capacity to understand the implications, and make an informed decision, about access to their recorded image, it would be appropriate to seek their consent in addition to that of the person with parental responsibility.

Further info about the applications process can be obtained from the Information Governance Team. This section must be read in conjunction with the Trust’s Service User Access to Personal Identifiable Information.
Subject access requests (swyt.nhs.uk)

11. Complaints 

Any complaints arising from the management and operation of CCTV surveillance will be dealt with under the Trust’s normal complaints procedures by the Trust’s Customer Services Department. All complaints will be acknowledged in writing and the complainant will be advised that they may also refer the matter to the Information Commissioner either whilst the Trust is investigating the complaint or if they are dissatisfied with the outcome of the Trust’s investigation.

12. Monitoring compliance with the policy

12.1 The Safety & Resilience Trust Action Group (TAG) will monitor the effectiveness of this policy by periodically reviewing non clinical accidents and incidents and also training attendance.

12.2 All departments will fully participate in the annual health and safety monitoring programme.  A report will be provided to the Safety & Resilience Trust Action Group on an annual basis by the Head of Security & Emergency Preparedness and/or the Health & Safety Manager of the request received/not received.

12.3 The Security Department will carry out periodic quality checks of all premises risk assessments and provide feedback to managers.

12.4 The Security Adviser will ensure that the surveillance systems comply with this policy and the Information Commissioner’s Office (ICO) Code of Practice.  

13. [bookmark: _Hlk72151194]References and associated documents 

This document has been developed in line with guidance issued by the ICO’s CCTV Code of Practice 2008 and Home Office’s Surveillance Camera Code of Practise 2013. 

It should be read in conjunction with:

Internal 
· Management of Violence & Aggression Policy 
· Lone Worker Policy  
· Safe and Secure Environments Policy  
· SWYPFT Estates and Facilities Operations Manual 
· Patient Property Policy 
· Suspicious Packages & Bomb Hoax Procedures 

External 
· Surveillance Camera Code of Practice: A guide to the 12 principles https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/368115/Leaflet_v6_WEB.pdf
·  Surveillance Camera Code of Practice: Steps to complying with the 12 principles
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/409290/12_principles_diagram_v3.pdf
· Home Office – Surveillance Camera Code of Conduct 
· Home Office – Surveillance and counter-terrorism 
· Information Commissioners Office - In the picture: A data protection code of practice for surveillance cameras and personal information 
· Information Commissioners Office – Conducting privacy impact assessments code of practice 
· Information Commissioners Office – Privacy notices code of practice 
· Information Commissioners Office – Big data and data protection 
· Information Commissioners Office – The Guide to Data Protection 
· Information Commissioners Office – Data sharing code of practice 
· Information Commissioners Office – Subject access code of practice 
· Information Commissioners Office – The Guide to the Freedom of Information 
· Home Office Scientific Development Branch – Is your CCTV system fit for purpose? 
· Surveillance Camera Commissioner – Self Assessment Tools for CCTV, BWV and UAVs 
· Centre for the Protection of National Infrastructure (CPNI) – Guide to Producing Operational Requirements for Security Measures 
· Centre for the Protection of National Infrastructure (CPNI) – Embedding Security Behaviours: using the 5Es 
· Centre for the Protection of National Infrastructure (CPNI) – Marauding Terrorist Attacks, Making your organisation ready. 
· Centre for the Protection of National Infrastructure (CPNI) – Passport to Good Security for Senior Executives 
· Centre for the Protection of National Infrastructure (CPNI) – Protective Security Management Systems (PSeMS). Guidance, Checklist and Case Studies. 
· Centre for the Protection of National Infrastructure (CPNI) – CCTV within the workplace. A guidance document. 
· Centre for the Protection of National Infrastructure (CPNI) – CCTV within the perimeter of a site. A guidance document 
· Centre for the Protection of National Infrastructure (CPNI) – Human Factors in CCTV control rooms: A best practice guide 
· Centre for the Protection of National Infrastructure (CPNI) – Storage of Recorded CCTV Images. 
· BS EN 50132 Series of Standards – European Standards for CCTV Systems 
· Home Office – UK Police Requirements for Digital CCTV Systems 
· Data Protection, Information Commissioner’s Office – CCTV code of practice
[bookmark: _Hlk72151937]

Appendix A1		
			Internal application for access to footage
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	Date
	


	Reference Number

	

	Controller
	





[bookmark: _Hlk138077359]APPLICATION TO VIEW CCTV (Version 1.1)

All boxes need to be completed.






	YOUR DETAILS

	Name
	

	Position
	

	Telephone
	

	Email
	



	AUTHORISATION
A signature, or co-signature of a senior person within your organisation is required for your request to be considered 

	Name 
	

	Position
	

	Date
	

	Signature
	

	Co-Signature
	



	NATURE OF ENQUIRY

	Date
	

	Datix Web No
	WEB

	Rational for request 








	




[image: A close-up of a logo
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	Date
	


	Reference Number

	

	Controller
	



   


	RATIONALE (TO BE COMPLETED BY SENIOR MANAGEMENT)

	Can the information be obtained by other means?
		YES
	
	NO
	




	Is the requested information of substantial value to the investigation
		YES
	
	NO
	




	Will the lack of access to requested information hinder the investigation
		YES
	
	NO
	






	ENQUIRY RESPONSE

	





	FOOTAGE VIEWED BY

	Name 
	Position
	Date
	Signature

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	HANDLING CONDTIONS

	1. Any information supplied by South West Yorkshire Partnership Teaching NHS Foundation Trust is to be used only for the purpose for which it was requested.
1. It is to be stored securely in accordance with the Government Protective Marking Scheme and destroyed when no longer required for the purpose for which it was provided.
1. Receiving agency to apply appropriate measures commensurate with requirements of principle 7 of The Data Protection Act e.g. accidental loss or compromise.
1. The information shared must not be disclosed to any third party without written consent of the originating agency, unless it is disclosed under a statutory obligation.
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FLOWCHART - APPLICATION FOR ACCESS TO CCTV IMAGES 

1. Contact Security team / Security Adviser and Request
Application form for Access to CCTV 






2.    Complete and return application form








3.    CCTV checked for appropriate footage by security team






4.    Application approved by Senior Manager








5.    CCTV footage released











Appendix A2		
POLICE
Request to external organisation for the disclosure of personal data to the Police
Under Schedule 2 Part 1 Paragraph 2 of the Data Protection Act 2018 and GDPR Articles 6(1)(d) & 9(2)(c)
Please do not ask for or disclose Communications Data* as defined under the Investigatory Powers Act (IPA) 2016. If unsure, please seek further guidance from the Communications Data Investigation Unit.
* NB: Any mandatory information submitted by a person to access an online service will likely constitute Communications Data. As will systems data such as IP at first registration and IP log on history. Location and payment details in relation to a telecommunication service will also be classed as Communications Data.
	To:
	Example: John Smith
	Position (where known):
	Example: Director of Information Governance
	Organisation:
	Click or tap here to enter name of their organisation.
	Address:
	    


I am making enquiries which are concerned with:
☐	The prevention or detection of crime*
☐	The prosecution or apprehension of offenders*
☐	Protecting the vital interests of a person*
☐   I confirm that the personal data requested below is needed for the purposes indicated above and a failure to provide that information will be likely to prejudice those matters.
☐   I confirm that the individual(s) whose personal data is sought should not be informed of this request as to do so would be likely to prejudice the matters described above.
*Check mark as is appropriate

Information required: 

Why the information is necessary for the purpose:

Police Reference:

From:	
Rank/Number/Name: Click or tap here to enter details of person completing form.

Station: Click or tap here to enter details of station where you are based.

Date/Time: Click or tap here to enter date and time of completion.

Telephone Number(s): Click or tap here to enter your telephone number(s).

Email address: Click or tap here to enter your official police email address.

Signature*:   


Counter Signature:*      

Rank/Number/Name: Click or tap here to enter details of person providing counter signature.
*as required by recipient
Please see Guidance Notes on following page

Undertaking of lawful use of data disclosed to the police service
Information disclosed to the police service is protected against unlawful reuse by the second data protection principle[footnoteRef:1], which prohibits data collected for one purpose being reused for another.  If data disclosed to the police service is needed for another purpose, it will be reused only if the new purpose is lawful or a lawful exemption applies, and only data necessary and proportionate to that new purpose will be used. [1:  General Data Protection Regulation Article 5(1)(b) and Data Protection Act 2018 Part 3 Section 36] 


Therefore, the police service undertakes to ensure that any use or reuse of the data disclosed is lawful and compliant with the data protection principles and processed using appropriate safeguard to the rights and freedoms of the data subject.
Please be aware that we cannot comply with a request to limit use of data, which is overridden by a statutory or common law duty or obligation.  However, the reuse will be subject to the safeguards described above.

We respectfully request that the same or equivalent measures are observed in your handling of this request for information.

Additional information you may wish to provide to the police service
In order to help us safeguard against risk to the data subjects, your organisation, and the police service, please provide with your disclosure any additional information you believe necessary to best handle the data you choose to disclose.  This may include but is not limited to:
· Risks we could not reasonably anticipate
· Any expectation to consult with your organisation should reuse be necessary
· Legally enforceable restrictions on the reuse of the data
Explanatory Note
This form replaces the Section 29(3) Form, which has become redundant by virtue of new data protection legislation. It is used by the police as a means of making a formal request to other organisations for personal data where disclosure is necessary for the purposes of the prevention or detection of crime or the apprehension or prosecution of offenders. It places no compulsion on the recipient to disclose the information but should provide necessary reassurance that a disclosure for these purposes is appropriate and in compliance with the Data Protection Act 2018 and the General Data Protection Regulation (GDPR).

Crime and Taxation - The GDPR regulates the processing of personal data where it is done so for non-Law Enforcement purposes. Article 23 of the GDPR permitted the UK Parliament to create, via legislation, exemptions from particular elements within the GDPR, which would otherwise compromise the public interest.  The Data Protection Act 2018 sets out exemptions from the GDPR, which apply in some circumstances. They mean that some of the data protection principles and subject rights within the GDPR do not apply at all or are restricted when personal data is used or disclosed for particular purposes. 

The most relevant exemption for Law Enforcement is that within the Data Protection Act 2018 at Schedule 2 Part 1 Paragraph 2 (Crime & taxation: general). This applies where personal data is disclosed by an organisation subject to the GDPR to the police for the purposes of the prevention or detection of crime or the apprehension or prosecution of offenders. 

It restricts the application of the GDPR data protection principles and subject rights (as listed in the Data Protection Act 2018 at Schedule 2 Part 1 Paragraph 1) to the extent that the application of those provisions would be likely to prejudice the prevention or detection of crime or the apprehension or prosecution of offenders.
In effect, the exemption means that an organisation can provide personal data to the police where necessary for the prevention or detection of crime or the apprehension or prosecution of offenders without fear of breaching the GDPR or Data Protection Act 2018.

Organisations already processing data for the prevention and detection of crime may wish to consider compatibility with their conditions for processing instead of using this exemption.  For example, Schedule 1 Part 2 Paragraph 10 provides the condition for processing (including disclosure) for purposes compatible with this request.

Vital Interests – To protect life or prevent an immediate and credible risk to life, GDPR Article 6(1)(d) provides a lawful basis for organisations to disclose personal data to the police where the disclosure is necessary in order to protect the vital interests of the data subject or of another natural person. Article 9(2)(c) provides for processing of special category data to the same ends where the data subject is legally or physically incapable of consent.

Further guidance on the use of this form can be obtained from the force Data Protection Team.



Completion Guidance
Police officers or staff completing this form should type and tab between the fields on the form. The information required field should provide the recipient with sufficient information to allow them to locate the information sought. Where a signature and/or counter signature are required, the form will need to be printed off and signed manually. Some organisations may require a counter signature to be added to the form. Normally this should be the supervisor or line manager of the person completing the form but may be a higher rank if reasonably required by the recipient. 



AUTHORISATION FOR ACCESS (Director, Caldicott Guardian, Service/Ward Manager)
	
Print:
	
	
Position:
	

	
Signature:
	
	
Date:
	

	Request Granted (Yes / No):
	


	Request Denied:
(Reason):
	



TO BE COMPLETED IF REQUEST GRANTED

	Details of what recording medium is handed over and device serial number (e.g. DVD, Flash Drive, HDD S/N xxxxxx):
	

	I acknowledge receipt of the above (Print name):
	


	I acknowledge that I am fully responsible for the recording medium. I will keep it secure and must not share it with anybody who is not specifically authorised. This footage must be viewed in a secure area where confidentiality can be maintained. I will adhere to Closed Circuit Television (CCTV) and Data Protection Policy. 

I am aware that if I am found to have violated the above, I may be subject to a disciplinary action, including termination of employment.


	
Signature:
	
	Date:
	



OFFICE USE ONLY

	
Recording medium return date:

	


	
Print and Signature:
	










FLOWCHART - APPLICATION FOR ACCESS TO CCTV IMAGES 


2. Contact Security team / Security Adviser (LSMS) and Request
Application form for Access to CCTV 





[image: ]
2.    Complete and return application form






[image: ]

3.    CCTV checked for appropriate footage by security team




[image: ]

4.    Application approved by SMD





[image: ]


5.    CCTV footage released



Appendix B
Appendix B1 - CCTV Maintenance Log

	Date
	Time
	Work Carried out
	Actions Required
	Signature

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	












Appendix C 
ICO CCTV Notification Template

From the information Commissioner’s website:

‘N865 – CCTV only’ TEMPLATE

Purposes:

	Crime prevention and prosecution of offenders (including CCTV)

Includes use of Closed-Circuit television for the monitoring of visual images for the purpose of maintaining the security of premises, for preventing crime and investigating crime.

Subjects
Customers and clients
Members of the public
Offenders and suspected offenders
Those inside, entering or in the immediate vicinity of the area under surveillance

Classes
Criminal proceedings, outcomes and sentences
Goods or services provided
Offences (including alleged offenders)
Personal details
Sound and/or visual images

Recipients
Business associates and other professional advisers
Data subjects themselves
Employees and agents of the data controller
	Persons making an enquiry or complaint
	Police forces 
	Security organisations
	Suppliers, providers of goods or services

	Transfers
	None outside the EEA

It is the responsibility of the Data Controller to ensure their notification is accurate.







Appendix D  
[bookmark: _Hlk72151750]Home Office Surveillance Camera Code of Practice 2013
12 Guiding Principles

1. Use of a surveillance camera system must always be for a specified purpose which is in pursuit of a legitimate aim and necessary to meet an identified pressing need. 

2. The use of a surveillance camera must take into account its effects on individuals and their privacy, with regular reviews to ensure its use remains justified. 

3. There must be as much transparency in the use of a surveillance camera system as possible, including a published contact point for access to information and complaints. 

4. There must be clear responsibility and accountability for all surveillance system activities including images and information collected, held and used. 

5. Clear rules, policies and procedures must be in place before a surveillance camera system is used, and these must be communicated to all who need to comply with them. 

6. No more images and information should be stored than that which is strictly required for the stated purpose of a surveillance camera system, and such images and information should be deleted once their purposes have been discharged. 

7. Access to retained images and information should be restricted and there must be clearly defined rules on who can gain access and for what purpose such access is granted: the disclosure of images and information should only take place when it is necessary for such a purpose or for law enforcement purposes. 

8. Surveillance camera system operators should consider any approved operational, technical and competency standards relevant to the system and its purpose and work to meet and maintain those standards. 

9. Surveillance camera system images and information should be subject to appropriate security measures to safeguard against unauthorised access and use. 

10. There should be effective review and audit mechanisms to ensure legal requirements, policies and standards are complied with in practice, and regular reports should be published. 

11. When the use of a surveillance camera system is in pursuit of a legitimate aim, and there is a pressing need for its use, it should then be used in the most effective way to support public safety and law enforcement with the aim of processing images and information of evidential value. 

12. Any information used to support a surveillance system which compares against a reference database for matching purposes should be accurate and up to date. 


Appendix E

Assessment for new CCTV System and continued use

	1. Organisation and Site:




	2.  Person Requesting CCTV


(The person requesting the CCTV system will be the responsible person for the system).

	3.  Position:



	4. Reason and appropriateness of installation:






	5.  Purpose of the Scheme:





	6.  Has the information commissioner been informed of the new system?  YES/NO


	7.  Are there agreed procedures in place for operational use and repairs to system:


	8.  Date  & Signature:


	Please make sure all policy installation requirements are met.  Any questions must be directed to Johan Celliers, Facilities, Fieldhead Hospital, Wakefield, tel:  01924 316000





Authorisation:

	Authorised by:


	Position:


	Date & Signature:





New CCTV system installation procedure
1.    Requirement identified – Incidents / Assessment





2.    Application made by Assessment for new CCTV system   (Appendix F)





3.    Application presented to H&S TAG / Estates TAG





4.   Consultation with appropriate stake holders





5.     Application approved by SMD






6.    Order raised in line with system requirements





7.    New system installed







8.    New system signed off



Appendix F
Review Checklist
			
CCTV and the Data Protection Act 2018
				CCTV Code of Practice 2008

(Use a separate form for each CCTV System)

TRUST:  ………………………………………………………………………

SITE:  ………………………………………………………………………………………..

Section One:  general details about the CCTV system

	1.  Responsibility


	Who is responsible for the operation of the CCTV System?



	Further details:








	2.  Contact Details


	Name:
	

	Designation:
	

	Telephone Number:
	




	3.  Purpose


	What is the purpose of the CCTV System?  (e.g. prevention of crime & detection)




	Has this purpose been registered with the Information Commissioner?


	YES
	NO









Section Two:  you should complete the checks specified under headings 4 to 7 for each camera operating as part of the CCTV system.

	4.  Location


	Where is the camera/s sited?



	What area(s) is this intended to monitor?





	Does it monitor any other area not intended?  (e.g. private gardens)


	YES
	NO

	If yes, has consultation taken place with owners etc.?

	YES
	NO

	Is the monitoring compatible with the registered purpose?

	YES
	NO




	5.  Signage


	Are there clear signs in place to inform the public they are entering a zone covered by CCTV?

	YES
	NO

	If no, provide reason(s) for this:



	If yes, are these signs clearly visible and legible?
	YES
	NO

	Does the sign state the purpose of the scheme?
	YES
	NO

	Does the sign identify who is responsible for the system?
	YES
	NO

	Does the sign provide a telephone number?
	YES
	NO

	Does the sign depict a camera?
(*If yes, the purpose of the monitoring does not require to be stated)
	YES
	NO




	6.  Quality of Images


	The following standards should be met to comply with the Data Protection Code of Practice: -


	Equipment should be in good working order, well maintained and serviced on a regular basis
	YES
	NO

	If tapes are used, these should be of good quality
	YES
	NO

	The medium on which images are captured should be cleaned to ensure they are not recorded on top of images recorded previously
	YES
	NO

	The medium should not be used if the quality of the images recorded has deteriorated
	YES
	NO

	If the system records feature such as date, time etc. these must be accurate

	YES
	NO

	Cameras should be protected from any physical/environmental risks (e.g. vandalism)
	YES
	NO

	If an automatic facial recognition system is used to match images captured against a database of images, both sets of images should be clear to ensure an accurate match.  The match should also be verified by a human operator
	YES
	NO

	Clear written procedures should be in place to ensure damaged equipment is fixed within a specific time period
	YES
	NO




	7.  Processing of Images


	The following standards should be met to comply with the Data Protection’s Code of Practice:-


	A Retention Policy should be in place identifying the length of time recorded images require to be kept
	YES
	NO

	Images kept during the retention period or for evidential purposes, should be retained in a secure place to which access is controlled
	YES
	NO

	Once the retention period has expired, images should be removed or erased

	YES
	NO

	The Data Protection’s Code of Practice should be referred to when removing the medium on which images have been recorded for use in legal proceedings
	YES
	NO

	Monitors displaying images should be viewed by authorised staff only

	YES
	NO

	Viewing of recorded images should take place in a restricted area and on a strict ‘need to know basis’
	YES
	NO

	Access to recorded images should be restricted to authorised staff only

	YES
	NO








Appendix G	 

Maintenance Procedures for CCTV Systems

CCTV systems failure must be reported ASAP to the department manager. An Incident form must also be completed. 

All unexpected damage and repairs to the CCTV systems should be reported to the Facilities Hotline, on 01226 644030 or on Log a job (swyt.nhs.uk)

For further advice and support please contact:
Johan Celliers: 07771345275
Dave Wilson:07920389172
Lee Yates: 07825732050
Pawel Kusmierski: 01302651098

All unexpected repairs and maintenance will need a purchase order raised under the local departmental budget. 

The Estates department will then assess and repair or contact individual contractors and request repairs to be completed.

Maintenance Log must be completed for all works carried out.
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Appendix H


POLICY AND STRATEGY
Equality Impact Assessment template 

This EIA template is to be completed by staff when writing a new policy/strategy or when reviewing a policy/strategy.  The EIA needs to demonstrate who would be impacted (local census data and workforce data) and what gaps there are. 

Any gaps identified need to be included in section 6 where actions are listed to address and progress to ensure inclusivity and diversity in the policy/strategy.

	[bookmark: _Hlk64378197]
	QUESTIONS

	ANSWERS AND ACTIONS

	1
	Name of policy/strategy?

Prompt: is it new or revised?
	Surveillance Systems Policy (Reviewed)

	2
	Description of the document:

Prompt: what is the aim of the document?
	This policy applies to all surveillance camera systems (CCTV, ANPR, Body Worn Video Cameras (BWV)) which are used for the general purpose of crime prevention and detection and public safety. South West Yorkshire Partnership Teaching NHS Foundation Trust is the responsible owner of various surveillance systems and conforms to the Data Protection Act (UK GDPR), Surveillance Camera Commissioners and Home Office Camera Codes of Practice.



	3
	Lead contact person for the Equality Impact Assessment 
	Johan Celliers- Security Adviser

	4
	Who else is involved in undertaking this Equality Impact Assessment

Prompt: list all people involved by name and job title
	
Equality and Involvement Manager
Security Manager
Security Lead Forensics
Quality and Data Protection Officer



	5
	Sources of information used to identify gaps and barriers

Prompt: local, regional, national research/reports/journals & profession updates. Complaints and compliments data.  
	Trust data:

The Trust has a duty to protect, secure and promote the health of the community at all times. The Trust strategy focuses on reducing health inequalities and the treatment of all members of the community including the most vulnerable and ensuring they are safe during this care. The purpose of the sections of the policy is to ensure appropriate, legal and necessary procedures for protecting patients, staff including of all protected characteristics, and Trust assets. 

Also, to combine legislation and guidance establishing a policy & procedures for investigations and support for outside agencies for use within the Trust and where required to provide evidence for further investigation thereby minimising any impact on the health of the community irrespective of Race, Disability or Gender etc. 

No trends or inequalities identified
The trust recorded a total number Violence and aggression incident of 4269 and 542 Security related incidents for the year 01/04/23 to 31/03/24. 

This is a large proportion of all incidents recorded within the trust and therefore will be a high priority to manage and reduce in line with the Trusts Violence Prevention and Reduction Strategy, which this policy supports. 

Between April 2023 and April 2024, there were 458 reported incidents of service user against staff race related hate incidents recorded within the organisation.   

The security adviser and other safety advisers support the Safety and Resilience TAG, RRPI TAG, Medical Educational TAG and Race Froward Group where various elements of data from recorded DATIX incidents are reported on and shared. This provided the opportunity for review and support of incidents that have elements of violence and aggression, that includes incidents of hate crime, violence and abuse. These data reports are available from the various trust TAGs. 

The trust following the NHS Violence Prevention and Reduction Standards to ensure effective support to colleagues who have been targeted with Violence and Aggression. The Trust are committed and comply with the Standards to ensure effective management of violence and aggression directed at trust staff, by mean of various resources, including RRPI Network, Security Team and Advisors, other safety advisors, RRPI and conflict management related mandatory training, various Violence Prevention and Reduction; and related policies to support safety and security within the organisation.

Considering the high level of incidents reported, there is also an acceptance organisationally that this figure is likely inaccurate, and the figure is significantly higher, due to under reporting by staff. Hate crime underreporting within the NHS is a recognised issue, with various studies indicating that healthcare staff, particularly from minority ethnic backgrounds, experience hate crime and abuse but often do not report these incidents. This reluctance to report can stem from fears of retaliation, lack of confidence in reporting mechanisms, or a belief that no meaningful action will follow. 

The data showed above is part of ongoing work with the Race Forward Group, who monitors, incidents relating to Race related incidents and support to those staff who are victims of these incidents. The data showed also included incident directed to other protected characteristics.

National data
According to the NHS WRES Report, in 2022, at 81% of NHS trusts, a higher proportion of BME staff compared to white staff experienced harassment, bullying or abuse from patients, relatives or the public.

Overall, a higher percentage of BME staff (30.4%) than white staff (26.8%) had been harassed, bullied, or abused by patients, family, or the general public in 2022

NHS People Plan states that, women make up 77% of the NHS workforce, and over 24% of the workforce are from black and minority ethnic (BME) backgrounds, but face discrimination across many aspects of their working lives.

Data in relation to our communities 
We have considered population statistics for our localities in respect of race equality, disability, gender, age and sexual orientation, religion and belief, marriage, and civil partnership from census data

https://www.ons.gov.uk/census
The national Census 2021 took place in in March 2021. This information helps a wide range of people and organisations to do their work.

All information is anonymised and the actual census records are kept secure for 100 years, but can be used by Local authorities and other public bodies, i.e. Trusts (SWYPFT) for planning purposes.

The census is important because it provides information, required to develop policies and run services, such as health services.


	
For section 5a-5j, use the following data links to populate the EIA with narrative about your service and workforce.

Workforce data link:  An Introduction to Equality Impact Assessment (EIA) (sharepoint.com)

Service data links:

EqualitiesMonitoringOpenTeamReferralsWards - Power BI Report Server

EqualitiesMonitoring - Power BI Report Server


EIA narrative: What does the information you have sourced tell you about the impact it will have on the following equality groups in terms of service provision, access and delivery?


	5a
	Disability Groups:

Prompt: consider people who have Learning Disabilities or Difficulties, Physical, Visual, Hearing disabilities and people with long term conditions such as diabetes, cancer, stroke, heart disease.  Also consider how you meet
their needs in line with the
Accessible information 
standard.

	
The Trust security team will consider and implement reasonable adjustments, for people affected by any impairment or special needs and will be covered by risk assessments, and when appropriate, work procedures to ensure their safety needs are met.

The Security team also liaise with the Trust’s Disability Staff Network for input during policy review and other considerations of the environmental and security designs. The team further strive to offer dignified and specialist support to services who care for disabled service users, also taking into consideration privacy and dignity

As a trust wide policy, the assessment includes demographics for the four areas covered by the trust as below.

Assessment of the SURVEILLANCE SYSTEMS Policy & Guidance has not highlighted any Equality Impact issues

	
	White
	Asian
	Black
	Mixed
	Chinese & Other

	England % av.
	85.5
	5.1
	3.4
	2.2
	1.7

	Kirklees
	
	
	
	
	

	% average
	79.1
	15.7
	1.9
	2.3
	0.7

	Barnsley
	
	
	
	
	

	% average
	97.9
	0.7
	0.5
	0.7
	0.2

	Calderdale
	
	
	
	
	

	% average
	89.6
	7
	0.9
	1.3
	0.6

	Wakefield
	
	
	
	
	

	% average
	95.4
	2.6
	0.77
	0.9
	0.29



Taken from Census 2011 data


	
	QUESTIONS

	ANSWERS AND ACTIONS

	5b
	Gender:

Prompt: Female & Male issues should be considered
	
The Trust security team will consider and implement reasonable adjustments, for all genders where required and will be covered by risk assessments, and when appropriate, work procedures to ensure their safety needs are met.

The Security team also liaise with the LGBTQ+ Network for input during policy review and other considerations of the environmental and security designs. The team further strive to offer dignified and specialist support to services who care for service users of all genders, also taking into consideration privacy and dignity

Gender

	
	Male
	Female

	England % av.
	49.2
	50.8

	Kirklees
	
	

	% average
	49.4
	50.6

	Barnsley
	
	

	% average
	49.1
	50.9

	Calderdale
	
	

	% average
	48.9
	51.1

	Wakefield
	
	

	% average
	49
	51


Taken from Census 2011 data

Gender equality is reported as part of the Trust workforce approach. In terms of over seven day injuries, risks are more likely to be determined by job role.



	5c
	Age:

Prompt: Older people & Young People issues should be considered
	Age
The Trust security team will consider and implement reasonable adjustments, for people of all ages and will be covered by risk assessments, when appropriate, and work procedures to ensure their safety needs are met.

The Security team also liaise with all governance networks for input during policy review and other considerations of the environmental and security designs. The team further strive to offer dignified and specialist support to services who care for service users of all ages, also taking into consideration privacy and dignity.

	Area
	Under 18
	18-39
	40-59
	60-79
	Over 80

	England

	11,774,609
20.8%
	16,161,002
28.6%
	14,897,132
26.4%
	10,858,911
19.2%
	2,798,379
5%

	Barnsley
	50,068
20.5%
	65,448
26.8%
	65,850
26.9%
	51,606
21.1%
	11,595
4.7%

	Calderdale
	45,122
21.8%
	51,990
25.2%
	57,280
27.7%
	42,548
20.6%
	9,694
4.7%

	Kirklees
	98,029
22.6%
	11,9116
27.5%
	114,735
26.5%
	81,845
18.9%
	19,484
4.5%

	Wakefield
	73,625
20.8%
	96,756
27.4%
	94,822
26.8%
	71,717
20.3%
	16,440
4.7%


Source: Census 2021 data

It is far more likely that a person’s job role, rather than their age will impact on their risk factor of being affected by a reportable over seven day injury

Additionally, young workers should and must also be covered by the Trust Work Environment Risk Assessment for a Workplace/Work Shadowing Placement risk assessment, that will reduce the risk of an over seven day injury – link below

http://nww.swyt.nhs.uk/health-safety/Documents/Young%20Workers%20Risk%20Assessment.doc 

The Surveillance Systems Policy aims to ensure a positive and proactive approaches to ensure any work activity mitigates and reduces risks that may affect any person from any age group



	5d
	Sexual Orientation:

Prompt: Heterosexual, Bisexual, Gay, 
Lesbian groups should be considered
	Sexual orientation

It is far more likely that a person’s job role, rather than their Sexual orientation will impact on their risk factor of being affected by a reportable over seven day injury.

The Trust’s LGBTQ+ Network and Equity Guardians are consulted for all policy reviews for input and other considerations of diversity and inclusion during environmental and security designs. The Security team also liaise with the Trust’s LGTBQ+ Staff Network for input during policy review and other considerations of the environmental and security designs. The team further strive to offer dignified and specialist support to staff and services, also taking into consideration privacy and dignity.

The Trust security team will consider and implement reasonable adjustments, for people of all sexual orientations and will be covered by risk assessments and work procedures to ensure their safety needs are met.

Research has shown that people who consider themselves heterosexual are more likely to report better levels of health. While bisexual respondents had the worst. Gay and lesbian respondents reported poorer health than heterosexuals, specifically with regards to mental functioning, distress, and illness status.

	Area
	Straight or heterosexual
	Gay or lesbian
	Bisexual
	Other sexual orientation
	Not answered

	England

	43,403,110
89.37%
	747,805
1.54%
	623,504
1.29%
	165,305
0.34%
	3,626,649
7.46%

	Barnsley
	182,948
91.57%
	2,990
1.5%
	1,817
0.91%
	396
0.2%
	11,638
5.83%

	Calderdale
	149,815
89.91%
	2,811
1.69%
	1,968
1.18%
	550
0.33%
	11,488
6.89%

	Kirklees
	311,501
89.96%
	4,340
1.25%
	3,697
1.07%
	998
0.29%
	25,742
7.43%

	Wakefield
	261,615
90.98%
	4,321
1.50%
	2,968
1.03%
	689
0.24%
	17,945
6.24%



The Surveillance Systems Policy aims to ensure a positive and proactive approach to safety, mitigating and reducing risks that may affect any person from any Sexual Orientation.



	5e
	Religion or Belief:

Prompt: Main faith groups and people with no belief or philosophical belief issues should be considered
	The Trust security team will consider and implement reasonable adjustments, for people of all religions and will be covered by risk assessments and work procedures to ensure their safety needs are met.

Data in relation to our communities is taken from 2021, and shows 46.3% Christian faith, second are people who report no religion. Muslim religion shows as the third largest belief system.


	Area
	Christian
	Buddhist
	Hindu
	Jewish
	Muslim
	Sikh
	Other
	No religion
	Not answered

	England

	26,167,899
46.3%
	262,433
0.5%
	1,050,533
0.5%
	269,283
0.5%
	3,801,186
6.7%
	420,383
0%
	322,410
0.6%
	20,715,664
36.7%
	3,400,548
6.0%

	Barnsley
	125,502
51.3%
	435
0.2%
	416
0.2%
	62
0%
	1,404
0.6%
	256
0.1%
	862
0.4%
	102,906
42.1%
	1,2728
5.2%

	Calderdale
	85,677
41.5%
	630
0.3%
	1,173
0.6%
	153
0.1%
	19,650
9.5%
	387
0.2%
	1,045
0.5%
	86,787
42%
	11,129
5.4%

	Kirklees
	170,577
39.4%
	996
0.2%
	1,723
0.4%
	187
0%
	80,046
18.5%
	3,476
0.8%
	1663
0.4%
	150,599
34.8%
	23,949
5.5%

	Wakefield
	173,070
49%
	797
0.2%
	1,270
0.4%
	127
0%
	11,279
3.2%
	501
0.1%
	1,405
0.4%
	145,950
41.3%
	18,972
5.4%


Source: Census 2021 data

It is far more likely that a person’s job role, rather than their Religion or belief will impact on their risk factor of being affected by a reportable over seven day injury.

The latest data on religious affiliation from NatCen’s British Social Attitudes survey reveals that the proportion of people in Britain who describe themselves as having no religion is at its highest ever level.

More than half (53%) of the British public now describe themselves as having “no religion”, up from 48% in 2015. The proportion of non-believers has increased gradually since the survey began in 1983, when the proportion saying they had no religion stood at 31%.

The Surveillance Systems Policy aims to have a positive and proactive approach ensure safe working environments and reduces risks that may affect any person from any Religion & Belief.



	5f
	Marriage and Civil Partnerships

Prompt: Single, Married, Co-habiting, Widowed, Civil Partnership status should be considered
	Marriage & Civil partnerships

Older adults who are widowed or divorced are more likely to present with increased symptoms of depression and poorer physical functioning, as well as to face a greater mortality risk than their married counterpart.

Marriage and civil partnerships are not considered to be a factor in staff suffering an over seven-day reportable injury whilst in the work environment.  
Source: Census 2021 data
	Area
	Married or in a registered civil partnership
	Single – never married and never registered in a civil partnership
	Divorced
	Widowed
	Separated

	England

	20,561,642
44.7%
	17,450,122
37.9%
	4,171,639
9.1%
	2,790,036
6.1%
	1,033,518
2.2%

	Barnsley
	87,177
43.6%
	73,099
36.6%
	21,183
10.6%
	13,531
6.8%
	4,799
2.4%

	Calderdale
	73,651
44.2%
	60,324
36.2%
	17,611
10.6%
	10,794
6.5%
	4,254
2.6%

	Kirklees
	159,426
46%
	125,290
36.2%
	32,022
9.2%
	21,509
6.2%
	8,027
2.3%

	Wakefield
	127,965
44.5%
	103,484
36%
	30,105
10.5%
	19,017
6.6%
	6,966
2.4%



The Surveillance Systems Policy aims to have a positive and proactive approach to ensure the working environment mitigates and reduces risks that may affect any person from any Marriage or Civil Partnership although unique risks to this group are thought to be highly unlikely.

 

	5g
	Pregnancy and Maternity

Prompt: Currently pregnant or have been pregnant in the last 12 months should be considered
	Maternity & Pregnancy
Reasonable adjustments for pregnant/nursing individuals will be covered by processes covering risk assessments, method statements and work procedures covered by responsibilities assigned within the Health & Safety Policy.

	Area
	Number of live births 2021
	Percentage of Total fertility rate (TFR)

	England
	595,948
	1.55%

	Barnsley
	2,521
	1.63%

	Calderdale
	2,143
	1.71%

	Kirklees
	4,826
	1.72%

	Wakefield
	3,857
	1.68%



Source: Births in England and Wales: summary tables - Office for National Statistics.
 
NB: The TFR is the average number of live children that a group of women would bear if they experienced the age-specific fertility rates of the calendar year in question throughout their childbearing lifespan.  The national TFRs have been calculated using mid-year population estimates by single year of age.  The sub-national TFRs have been calculated using mid-year population estimates by 5 year age group. 

http://nww.swyt.nhs.uk/health-safety/Documents/Pregnancy%20Risk%20Assessment%202019.doc 

All pregnant, and new mothers should, and must be covered through the Trust Health and Wellbeing for Pregnant Workers and New Mothers Risk assessment & action plan (link above).

As such, the risks of an over seven day injury are greatly reduced.

The Surveillance Systems Policy aims to have a positive and proactive approach to ensure any work mitigates and reduces and risk that may affect any person who is either pregnant or have been pregnant in the last 12 months.



	5h
	Gender Re-assignment

Prompt: Transgender issues should be considered
	Transgender	
The trust security team will consider and implement reasonable adjustments, for people with gender re-assignment and will be covered by risk assessments, when appropriate, and work procedures to ensure their safety needs are met.

The Security team also liaise with the LGBTQ+ Network and Equity Manager for input during policy review and other considerations of the support to staff, environmental and security designs. The team further strive to offer dignified and specialist support to services who care for service users of all genders, also taking into consideration privacy and dignity

Poor experiences with healthcare providers act to deter trans people from accessing medical treatment and support when they need it. This can lead to poor mental and physical health outcomes.


	Area
	Gender identity the same as sex registered at birth
	Gender identity different from sex registered at birth 
	Not answered

	England

	43,002,331
93.47%
	251,844
0.55%
	2,752,783
5.98%

	Barnsley
	189,640
94.92%
	803
0.74%
	9,389
4.70%

	Calderdale
	156,893
94.16%
	829
0.89%
	8,966
5.38%

	Kirklees
	323,432
93.40%
	1,725
0.9%
	21,214
6.13%

	Wakefield
	271,795
94.52%
	1,280
0.81%
	14,539
5.06%


Source: Census 2021 data
NB: Percentages are calculated from the total usual resident population aged 16 years and over

It is far more likely that a person’s job role, rather than being Transgender will impact on their risk factor of being affected by a reportable over seven day injury.

The Security Management Policy aims to have a positive and proactive approach to ensure any work practices mitigates and reduces any risks that may affect any person who has or is undergoing through any Gender Re-assignment.



	5I
	Carers

Prompt: Caring responsibilities paid or unpaid should be considered
	
The Trust security team will consider and implement reasonable adjustments, for all carers (staff or patients) and will be covered by risk assessments and work procedures to ensure their safety needs are met.

The Security team also liaise with the Staff Carers’ Network for input during support and policy review and other considerations of the support to staff, environmental and security designs. The team further strive to offer dignified and specialist support to services who care for service users of all genders, also taking into consideration privacy and dignity.

Within the local footprint of South West Yorkshire Partnership Teaching NHS Foundation Trust, there is an estimated 160,000 unpaid carers and around 7 million carers in the UK.

· Carers who care for more than 50 hours a week reported poorer health with 25% reporting bad or very bad physical health and 29% reporting bad or very bad mental health.

· Carers who have been caring for over 15 years were more likely to report poorer health with 28% describing their physical health as bad or very bad and 27% describing their mental health as bad or very bad.

· The most recent GP Patient survey in England found that carers are more likely to report having a long-term condition, disability or illness.


	Area
	Yes – provide unpaid care
	No – do not provide unpaid care

	England

	4,678,265
8.3%
	48,734,833
86.3%

	Barnsley
	24,732
10.1%
	206,377
84.4%

	Calderdale
	17,977
8.7%
	206,631
85.8%

	Kirklees
	37,034
8.5%
	371,038
85.6%

	Wakefield
	31,731
6.1%
	301,565
85.3%


Source: Census 2021 data
NB: Missing values account for ‘N/A’ or ‘not answered

It’s likely that every one of us will have caring responsibilities at some time in our lives with the challenges faced by carers taking many forms. Many carers juggle their caring responsibilities with work, study and other family commitments. Some, younger carers, are not known to be carers and this means that the sort of roles and responsibilities that carers must provide varies widely.

Within the local footprint of South West Yorkshire Partnership Teaching NHS Foundation Trust, there is an estimated 160,000 unpaid carers.

The Surveillance Systems Policy aims to have a positive and proactive approach to ensure any work practices mitigates and reduces and risk that may affect any person, including staff who have caring responsibilities whether paid or unpaid.


	[bookmark: _Hlk66278131]5j
	Race

How has your service aligned race with the PCREF?
https://swyt.sharepoint.com/sites/Equalityandinvolvement/SitePages/Patient-and-carer-race-equality-framework-(PCREF).aspx


Prompt: Indigenous population and BME Groups such as black African and Caribbean, mixed heritage, South Asian, Chinese, Irish, new migrant, asylum & refugee, gypsy & travelling communities)


	The Security Advisors and Team support staff who has been target by Hate Crimes in a variety of ways. Improved Police liaison work and the establishment of new links and relationships across the South and West Yorkshire region, and with Restorative Justice services has been some of the ways staff are supported.

The Security Team take note of the Patient and Carer Race Equality Framework (PCREF) that will act as an anti-racism, race equity and accountability framework, supporting mental health trusts, to meet core legislative requirements and to improve the cultural competence of the services. This cultural shift will aid improved access, experience, and outcomes for racialised and ethnically and culturally diverse communities. It will also help Trusts and their services to move towards becoming an anti-racism organisation. 

The Trust Security Team will consider and implement reasonable adjustments, for people of all races and will be covered by risk assessments, when necessary and work procedures to ensure their safety needs are met.

The Security Team also liaise and consult with the Race Forward Group and REACH Network for input during policy review and other considerations of the support to staff, environmental and security designs. The team further strive to offer dignified and specialist support to services who care for service users of all genders, also taking into consideration privacy and dignity. 

	Area
	White
	Asian
	Black
	Mixed
	Chinese & other

	England

	45,783,401
81%
	5,426,392
9.6%
	2,381,724
4.2%
	1,669,378
3%
	1,229,153
2.1%

	Barnsley
	236,964 (96.6%)
	2,297 (0.9%)
	1,715
(0.7%)
	2,293
(0.9%)
	1,333
(0.5%)

	Calderdale
	177,836
(86.1%)
	21,726
(10.5%)
	1,439
(0.7%)
	4,027
(1.9%)
	1,603
(0.8%)

	Kirklees
	318,969
(73.6%)
	84,202
(19.4%)
	9,948
(2.3%)
	13,588
(3.1%)
	6,506
(1.5%)

	Wakefield
	328,742
(93%)
	12,633
(3.6%)
	4,516
(1.3%)
	4,938
(1.4%)
	2,541
(0.7%)


Source: Census 2021 data


The Security Management Policy aims to have a positive and proactive approach to ensure work practices mitigate and reduce risks that may affect any person of any race. Please see below in the Involvement and Insight section details of detailed reports to various Committees and Groups to highlight incidents and work/action plans to support work addressing incident of race related violence and abuse. 

People who may not read or speak English as their 1st Language can via Trust commissioned services access easy read/pictorial symbols.
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[bookmark: _Hlk78205647]Involvement & Insight: Please list in the box below any involvement activity, reports or insight you have gathered by working with your staff team or service users/carers by involving them to gain their views on your service.  
 
· Have you reviewed existing insight i.e. patient experience, complaints, previous surveys to support EIA completion?
· Have you gathered the views of people to support EIA completion?
· Have you run a focus group, conducted a survey, had an open day where you gained feedback?
· Have you gathered views from your staff team on this new policy/strategy, or if reviewing what works well and what could be improved? 

Policy applies equally to all staff and any breaches would be monitored and investigated/reported to the Director of  HR.

Regular discussions around SURVEILLANCE SYSTEMS notifications are undertaken at Safety & Resilience TAG & RRPI TAG meetings. 

Over the course of the policy lifetime there will be robust evaluation undertaken with regard to potential themes from an Equality perspective that could emerge such as HCA, Gender - Female and Age – Young etc

Any difficulties related to an impact of equality will be addressed.

Extra factors considered when creating this EIA:

Promotes equality of opportunity for people who share the above protected characteristics;

All Security related Policies provide equality of opportunity, and promote personal responsibilities for everyone, including anyone with a protected characteristic or particular workforce strand.

Eliminates discrimination, harassment and bullying for people who share the above protected characteristics;

All Security Policies contribute to the elimination, discrimination, harassment and bullying for everyone including anyone with a protected characteristics or workforce strand.
Promotes good relations between different equality groups;

All Security Policies contribute to good relations between different equality groups
Public Sector Equality Duty – “Due Regard”

We are confident that the Trust Security approach contributes to the effective Public Sector Equality Duty – “Due Regard”

Have you developed an Action Plan arising from this assessment?

To continue and monitor implementation 












 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
6. Action Plan 
EIAs are now reviewed using a grading approach which is in line with our Equality Delivery System (EDS).  This rates the quality of the EIA. This means that the team can review the EIA and make recommendations only. The rating and suggested standards are set out below:      
· Under-developed – red – No data. No strands of equality 
· Developing – amber – Some census data plus workforce. Two strands of equality addressed 
· Achieving – green – Some census data plus workforce. Five strands of equality addressed 
· Excelling – purple – All the data and all the strands addressed 
Potential themes for actions: Geographical location, built environment, timing, costs of the service, make up of your workforce, stereotypes and assumptions, equality monitoring, community relations/cohesion, same sex wards and care, specific issues/barriers. 

Previous actions update:  please explain what progress you have made against the previous actions identified

Notes from the above table): 

1. Promote equality of opportunity for people who share the above protected characteristics. All Security and Safety Policies provide equality of opportunity, and promote personal responsibilities for everyone, including anyone with a protected characteristic or workforce strand. Promoting good relations between different equality groups.

2. We are confident that the Security and safety approach contributes to the effective Public Sector Equality Duty – “Due Regard

3. All Security & Safety Policies contribute to good relations between different equality groups. An action plan has been raised from this assessment in which the safety and resilience and RRPI appraised of over seven day injury incidents.

 


	Who will benefit from this action? (tick all that apply) 
	Action 1: This is what we are going to do 
	Lead/s  
	By when 
	Update -outcome 
	RAG 

	Age 
	  Yes
	Promoting equality of opportunity for people who share the above protected characteristics.
	 Johan Celliers
	  
	
	  

	Disability 
	  Yes
	
	
	
	
	

	Gender reassignment  
	  Yes
	
	
	
	
	

	Marriage and civil partnership 
	 Yes 
	
	
	
	
	

	Race 
	  Yes
	
	
	
	
	

	Religion or belief 
	  Yes
	
	
	
	
	

	Sex 
	  Yes
	
	
	
	
	

	Sexual Orientation 
	  Yes
	
	
	
	
	

	Pregnancy maternity  
	  Yes
	
	
	
	
	

	Carers 
	  Yes
	
	
	
	
	


 
 
 
 
 
	Who will benefit from this action? (tick all that apply) 
	Action 2: This is what we are going to do 
	Lead/s  
	By when 
	Update -outcome 
	RAG 

	Age 
	Y
	Continue eliminating discrimination, harassment and bullying for people who share the above protected characteristics. 
	  Johan Celliers
	  
	  
	  

	Disability 
	  Y
	
	
	
	
	

	Gender reassignment  
	 Y
	
	
	
	
	

	Marriage and civil partnership 
	  Y
	
	
	
	
	

	Race 
	 Y
	
	
	
	
	

	Religion or belief 
	 Y
	
	
	
	
	

	Sex 
	 Y
	
	
	
	
	

	Sexual Orientation 
	 Y
	
	
	
	
	

	Pregnancy maternity  
	  Y
	
	
	
	
	

	Carers 
	  Y
	
	
	
	
	


 
 
 
 
	Who will benefit from this action? (tick all that apply) 
	Action 3: This is what we are going to do 
	Lead/s  
	By when 
	Update -outcome 
	RAG 

	Age 
	  Y
	  Continue ensuring that the policy promotes good relations between different equality groups, and that the policy continues to contribute to the public sector Equality Duty- “Due Regard”.
	  Johan Celliers
	  
	  
	  

	Disability 
	  Y
	
	
	
	
	

	Gender reassignment  
	  Y
	
	
	
	
	

	Marriage and civil partnership 
	  Y
	
	
	
	
	

	Race 
	  Y
	
	
	
	
	

	Religion or belief 
	  y
	
	
	
	
	

	Sex 
	  Y
	
	
	
	
	

	Sexual Orientation 
	  Y
	
	
	
	
	

	Pregnancy maternity  
	  Y
	
	
	
	
	

	Carers 
	  Y
	
	
	
	
	


 
 
 
 



	[bookmark: _Hlk220329829]Regular discussions around SURVEILLANCE SYSTEMS notifications are undertaken at Safety & Resilience TAG & RRPI TAG meetings. 

Over the course of the policy lifetime there will be robust evaluation undertaken with regard to potential themes from an Equality perspective that could emerge such as HCA, Gender - Female and Age – Young etc

Any difficulties related to an impact of equality will be addressed.



		1. Will you publish the Equality Impact Assessment? Please state where the EIA will be shared or published.

Yes, the EIA can be published once signed off by the Service Manager and the Equality & Engagement Manager.








	1. EIA assessment by equality and involvement team

Name:   Zahida Mallard                                         

Date: 18-2-26 

Rating: Developing

Recommendations: Please see “show comments” made with regard narrative and staff networks/changes that need to made and deletion of some of the narrative.

What this policy doesn’t show is the actual equality profile of the data of the incidents in each strand and whether we have any themes/trends that emerge from this. Race is the only strand that you have broken down the data of. I have graded this just above the under developing as it has some generic trust data relevant to this policy.



When you have fully completed all sections of the EIA 
and it has been signed off in service, 
you must email a copy to: InvolvingPeople@swyt.nhs.uk  for grading

Please note that the EIA is a public document and may be published. 

Failing to complete an EIA every year could expose the Trust to future legal challenge, as it is a legal requirement to write, review and implement in every service as part of meeting the Equality Act. 
Appendix I - Checklist for the Review and Approval of Procedural Document
To be completed and attached to any policy document when submitted to EMT for consideration and approval.
	
	Title of document being reviewed:
	Yes/No/
Unsure
	Comments

	1.
	Title
	
	

	
	Is the title clear and unambiguous?
	YES
	

	
	Is it clear whether the document is a guideline, policy, protocol or standard?
	YES
	

	
	Is it clear in the introduction whether this document replaces or supersedes a previous document?
	YES
	

	2.
	Rationale
	
	

	
	Are reasons for development of the document stated?
	YES
	

	3.
	Development Process
	
	

	
	Is the method described in brief?
	YES
	

	
	Are people involved in the development identified?
	YES
	

	
	Do you feel a reasonable attempt has been made to ensure relevant expertise has been used?
	YES
	

	
	Is there evidence of consultation with stakeholders and users?
	YES
	EMT, Safety and Resilience TAG, Police. 

	4.
	Content
	
	

	
	Is the objective of the document clear?
	YES
	

	
	Is the target population clear and unambiguous?
	YES
	

	
	Are the intended outcomes described? 
	YES
	

	
	Are the statements clear and unambiguous?
	YES
	

	5.
	Evidence Base
	
	

	
	Is the type of evidence to support the document identified explicitly?
	YES
	

	
	Are key references cited?
	YES
	

	
	Are the references cited in full?
	YES
	

	
	Are supporting documents referenced?
	YES
	

	6.
	Approval
	
	

	
	Does the document identify which committee/group will approve it? 
	YES
	

	
	If appropriate have the joint Human Resources/staff side committee (or equivalent) approved the document?

	YES
	

	7.
	Dissemination and Implementation
	
	

	
	Is there an outline/plan to identify how this will be done?
	YES
	

	
	Does the plan include the necessary training/support to ensure compliance?
	YES
	Estates and Security staff

	8.
	Document Control
	
	

	
	Does the document identify where it will be held?
	YES
	

	
	Have archiving arrangements for superseded documents been addressed?
	YES
	

	9.
	Process to Monitor Compliance and Effectiveness
	
	

	
	Are there measurable standards or KPIs to support the monitoring of compliance with and effectiveness of the document?
	YES
	

	
	Is there a plan to review or audit compliance with the document?
	YES
	

	10.
	Review Date
	
	

	
	Is the review date identified?
	YES
	

	
	Is the frequency of review identified?  If so is it acceptable?
	YES
	

	11.
	Overall Responsibility for the Document
	
	

	
	Is it clear who will be responsible implementation and review of the document?
	YES
	







Appendix J - Version Control Sheet

This sheet should provide a history of previous versions of the policy and changes made
	Version
	Date
	Author
	Status
	Comment / changes

	3.1
	09/13 
	Johan Celliers
	Draft
	Updated and revised policy in line with NHSLA requirements and Revised CCTV Code of Practice 2008.

	3.2
	10/13
	Johan Celliers
	Draft
	Included comments from various colleagues after draft circulated on 22/09/13

	3.3
	05/14
	Johan Celliers
	Draft
	Included recommendations after consultation with union representatives.

	3.4
	08/14
	Johan Celliers
	Draft
	Included comments from last circulation

	3.5
	09/14
	Johan Celliers
	Draft
	Include final comments from H&S Trust Action Group.

	3.6
	01/18
	Johan Celliers
	Draft
	Scheduled revision, incorporating comments from Safety & Resilience and Sub Group members

	3.7
	02/18
	Johan Celliers
	Draft
	Incorporate and update references to statutory guidance and good practice. 

	3.8
	05/21
	Johan Celliers 
	Draft 
	Policy Revision: 
1. Include Data Protection Act 2018 and GDPR 
2. Replace - term LSMS with Security Adviser 
3. Remove - references to NHS Protect and include Centre for the Protection of National Infrastructure (CPNI) as national technical authority. 
4. Full revision of reference documents 
5. Introduce - PSeMS as annual assurance model 
6. Use of BWV in handling security incidents


	3.9
	06/21
	Johan Celliers
	Draft
	

	4.0
	01/26
	Johan Celliers
	Draft 
	Include sections for use of CCTV in Seclusion, extra care areas, ward communal areas, visitors rooms  

	
	
	
	
	EIA updated

	
	
	
	
	Review and update of appendices including new internal request for CCTV, Appendix A1, Appendix A2 updated
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